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Note: Attempt all Sections. In case of any missing data; choose suitably.
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SECTION A
L Attempt all questions in brief, 02x7=14
[Q Question CO | Level |
{ no. |
l'a. ' What is global perspective of cybercrime? 1 K2 ‘
|| I 3R 31 s SR g
b. | Define Cyber Forensics. 1 Kl |
TR PRRw P ofeafa i) | ch
c. | Differentiate between mobile device proliferatiog-and mobility trends. 2 k2 | q/
Hiagd f¥args WER (Proliferation) mmﬁ@%@ﬁ IR TS| O
\d. What is a phishing attack in mobile phones?\ )~ 2 |[Kl 'L
| | TeRawRA SR skewday, A%
le. | What is a backdoor in cyber securi v 3 ‘-E; ’
| | e e A dmSR En e A
{ f. | Why is digital evidence easily eidable? h@"’ K2 |
) iﬁﬁmmmﬁ#uﬁ%ﬁm% ) \
/ g iI| Explain how cyber laws in India deal with data breaches and cyber fifags™ | 5 | K2 ‘lh
,mﬂmﬁaﬂéﬂﬁaaﬁ?mm:ﬁﬁﬁ%, u
f | FHERTE o \
g,
SECTION B 09,
2. Attempt any fhree of the following: f\ . 07x3=21
~
Q Question O CO | Level
PQ): |
a. | Explain how attackers exploit humWhology in cyber offenses. |1 |K3 |
Support your answer with examples. 4~ F
FHCIAY. FrgaY o H @?ﬁm b1 Y ITE FA § |
JETERY Hied YAy 3 .
b. | Discuss major security chall'qqﬁf:ﬁ posed by mobile devices in modem | 2 [ K3 '
| < | organizations.
wmﬂmmmmmawwﬁﬁw '
Sifom| | i
c. | Explain the role of proxy servers and anonym izers in cyber crimes. 3 |K2
| argaT sl H wiedt e 3R ISR @t T HEE |
d. [Explain how digital evidence, email forensics, and network forensics ) 4 K4
collectively contribute to solving cyber crimes.
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.MARKS: 70
TIME: 3 HRS M

e T PR g, éﬁﬁﬁmaﬁﬁmﬁﬁmﬁﬁf T—\
L%Wmﬁmmﬁﬂ'ﬂw&ﬁl .
ie

Explain various inteflectual property rights and discuss their importance in

| ‘ cyber space along with related legal provisions in India.
| S S ST S S AT |||

| |$muuﬂﬁﬂa#ﬁ]a$|asﬁmuﬁmaafaﬁﬁml B
SECTIONC

3 Attempt any one part of the following: 07x1=07

Q ‘ Question | CO | Level | b‘

] no. | | ' Q
a | Analyze the effectiveness of multi-factor %enticaﬁon MFA) in|1 [XK4 | Q/

preventing cyber offenses based on social e ring. /\rb
| g (MFA NG WEER (0
|| el 3t At § fraan wumh | A\l

different from malicious hackm \

b. | Evaluate the role of ethical hach.qa\/ﬁ)'p'reventing cybercrime. How is it | 1_ | k& |
s T T S WIZER Y Y A /

W%I'ﬂﬁ AFARE e \
4. Attempt any one part of the following: ¢ Q 07x1=07
'Q Question ) T
0. ’rb I CO ‘ Level If
a, Discuss various types of credit card frauds in mqtgdﬁc)mpuﬁng and |2 | K4 l-'
i explain their execution techniques. |
A sgfen # e ueR & #fee U AU TS |
| | Prrge ¥ ade! w4 il K2): | |
b. | Analyze the role of app permissions i promising mobile security. |2 | K4
How can misuse of permissions lead to ¢ attacks? |
HeTEe JRem # Y9 R 1 Ry FIRm) 57
! Wﬁwmﬁ https://www.pygonline.com !
A
5. Attempt any one pa{tﬂ\he following: 07x1=07
Q N Question ‘ CO . Level |
= T
a. Explam password cracking techniques. Why are weak passwords still a . \
major security risk despite awareness?
ToF! @) GHYRY STl & AaE amﬁz‘ \ |
grege andt off wgr T A & |
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[ Describe the working of keyloggers and spyware. How can users detect | 3 K3 \

and prevent them?
PR AR ¥ @ o @ o @ v R ]

U 5% ) UgaH R @ ghd 87
6.  Attempt any one part of the following: 07x1=07
Question CO [ Level |
no.
. | Explain the challenges faced in computer forensics such as data encryption |4 | K2
“ | and data volume.
HgeR BRI 7 o Tl R R TR ok ¥ e e | th
) GHESU ~ Rl
b. | Analyze security and privacy threats in soc%‘ﬁltworking sites from a |4 [K3 0
forensic perspective.
lmamﬁmaaaﬁm@a g R dmm e | o
| &1 Rt SR 0
l/ Oy
7. Attempt any one part of lowing: ) y\% x1=07

Q Question

! no. [ \\

[a. iEpram the importance of accountability, transparency and tin|53 |K2
< | data protection frameworks.

32T WU 3R A TaEqe, mﬁhmﬂmﬁmﬁaﬁm@mq

b. | Explain the concept of “Jegal jurisdiction™ in cyber Eﬁ/e"ﬁd why it is

complex in online crimes. . |
AgaR B § “HUTR &7 (urisdiction)” FY SRR A e !
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