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Note: Attempt all Scctions. In case of any missing data, choose suitably.
SECTION A
__—_—I—-——Aﬂem\pllﬂqucsﬁnns in brief. e ______u_.__.-z_l—ﬂ?_i‘.
B . Question ' o _.__2'
| What is cyber security. HIZSR Y&l &1 2 R "__:]T i
b. 1 Examine the terms “trends in mobility. <
' | rifafioran & T Weal @ SiE @Y SDUEER S
|c. ' What is a worm in computer?
| Fge § g1 F B |2 ]
(d. | What is a forensic investigation? | 4
| R S a8 _ ]
€. What is privacy threat in social media? 4
| greret HifEan H Fstar s waw 5 82
1. | Define Indian cyber law. Hﬂ?ﬁamwﬁuﬁlﬁaﬁ| 5
8. | What is copyright act? BIURIEE TATH; F?QT 87 3
SECTIONB |
2. Attempt any tlree of the following:. 7x3=21
Q no. Questmn Co
| a. Discuss about survival manira for the netizens. 11
| $THE SudiTIgatalt 3 R St Y& 7 0 el oY
! b. Describe organizational measures for handling mobile devices securely. | 2
sy e TR G RUI mm‘%m T FHIEA & forg dre-ers gumat
mmﬁaﬁ
c. Exp[am Tr%a_{n horses and babkdoors with suitable emples 3
| SH SR P TG ISV & WY T
d. Dlscuss the concept of chain of custody and }gts importance in legal | 4
proceedings. e
ﬁ&rﬁmﬂ e{waﬁmﬂr{ﬂn aﬁzaﬂaﬁﬁrﬁa\aﬁ, el H 39 Hod IR w4l
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€. Explain the objectivesiand scope of the Dlgltal Personal Data Protection | 5
Act, 2023. .
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ECTION C
3. Attempt any one part of th\fol owing: 07x1=07
i Q no, Question CO
| a. Who are cybercriminals? Discuss different types of cybercriminals and | 1 ‘

i their motives. !
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e e e =l s s STy T
N Describe various cyber offenses and explain how criminals plan cyber || l

attacks.
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Qno. | Question L o __]L ¢ “_.
‘a. | Write the security cha]'lenges{_pgsed By mobile devices. |2
- 1 l. 1 i . l
< | i ST & S B el e g b aR A R t ‘|
b. | Explain the proliferation of mobile and wireless devices and trends in | 2
| mobility. ! ‘.
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5. Attempt any one part of the following: 07x1=07
|_.Q no. Question . ] i~ Il
a, Describe steganography and its applications in cybercrime. . 13 \
R AR HORTY F Sqh SFHE b1 qui B | \ﬁ
'b. | Describe buffer overflow attacks and their consequences. || 30
| %% e gue ok I uRum &1 av B L
6. Attempt any one part of the following: 07x1=07
o ,_._ﬁ_,ﬁg.m;,_! T -~ Question \ C(ﬂ
| a. Discuss security and privacy threats associated with social networking | 4
‘ platforms. |
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| | '
T/b Explain cyber forensics and the role of digital evidence in investigations. \ 4
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i | Question

| . CO |
'a. | Explain trademarks and theiimd tion. -

5 RS protection, a
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Write the issues in intellectqal pmpérty, Explain patent layw lmr“*————*
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